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By 2023 /5% of security

incidents will be the result of
mismanaged access rights.®

* Gartner: Innovation Insight for Cloud Infrastructure Entitlement Management (Published 15 June 2021)



EXPLOSION OF USERS AND ACCESS RIGHTS

5B+ DIGITAL USERS GLOBALLY

500k+ digital
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With the rapid population growth and
information technology adoption, the number
of devices and IT systems have dramatically

increased, consequently the number of

system accesses and access rights
combinations have also exploded.

As a result, a fundamental shift has evolved
in the cybersecurity landscape. Instead of
technologies, attacks are now primarily
targeted to human capital.



THE ROOT CAUSES OF ACCESS RISKS

New hires
Substitution Remote workers

Terminations N Contractors
Transition roles :
3rd parties

Role changes

Aggregated roles Supply chain

Long term leave :
loT machines

THEFENCE

Unnecessary roles

Excessive privileges

Conflicting access rights



VISION t THEFENCE

TheFence™ Access Risk Control software

and SaaS solution enables all organizations

to secure all their digital identities

as a simple, fully automated process.



THE SOLUTION

AUTOMATED ACCESS RIGHTS CONTROL

THEFENCE™ is an automated access rights monitoring
software assessing the risk of access rights to enforce the
principle of least privilege (PoLP).

THEFENCE™ innovative cybersecurity solution specializing in
|dentity Access Management (IAM) IS offering
groundbreaking solutions of:
Segregation-of-Duties
User Access Review

ldentity Lifecycle Automation

THEFENCE




THE UNIQUE PROCESS

THEFENCE

THEFENCE™ associate AxScore (Al powered access risk score) to each
employee and illuminates overpermissions, potential conflicts of interest

within employee workflows automatically.

Contextual
Data Analysis

Automated Data
Collection

Seamless Extract

integration permission
to critical ~ —® objects and
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Analyze Risk Scoring
data Calculation

Compliance with:

Intelligent
Response

Detect Response

Threats Reports
Anomalies —> Alerts

Wconﬁgurotions Remediotion‘

GDPR %M
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o SEGREGATION OF DUTIES @ IDENTITY LIFECYCLE AUTOMATION @  USER ACCESS REVIEW

- Access risk scoring - Customizable automation

- Access Review workflows

- Login and MFA analytics - No code automation designer - Organization mapping

- Task distribution
- Segregation of Duty conflicts - Default security workflows - Progress tracking
- Custom security workflows

- High privilege analysis - Rich integration content

- User license cost efficiency - Access Review reporting

- Policy enforcement

IDENTITY RISK MANAGMENT PLATFORM

laaS / PaaS Cloud file store On-Premise / SaaS

SA™ L&D & i T




ACCOMPLISHMENTS 1 THEFENCE

Analyzed Examined

digital users in the past elementary access
5 years object combinations

Elaborated Worked out

rules & patterns data source connections
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For more information, please visit

www.thefence.net

or contact us directly at

hello@thefence.net |
info@xsmatrix.com *

TACFENCE

ACCESS RISK CONTROL



http://www.thefence.net/
mailto:hello@thefence.net
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