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Access risks - root causes

New hires / Terminations
Role changes

Substitution Unnecessary,
Long Term Leave excessive or conflicting
Remote work :

access rights

Projects
Transition roles
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The solution

IDM Implementation Q
PIM / PAM
Q Implementation Access risk monitoring

Multifactor
authentication Q

Manual periodic
access right review




TAHEFENCE :
TAEFERC Prevent system misuse and

abuse AUTOMATICALLY

We discover and evaluate:
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Methodology

Collection

We extract access right data from analyzed
systems at the deepest level possible. The data
collection is automated, secure and
standardized in order to make the integration

seamless.

Analyze

The collected access right data are thoroughly
analysed with the help of a massive set of
access risk pattern database. In the analysis we

use a specific risk scoring method.

Report

Based on the analysis the users and access
profiles get individual risk scores. Various types
of reports are created automatically in an easy-

to-understand format those help the revoke or

reengineer the unnecessary rights.
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How does it work?

Compliance with:
ISO 27002, COBIT, NIST 800-53, PCI DSS, GDPR, SOX, HIPAA




THEFENCE Access Risk Monitoring
key differentiators
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Screecn

The chart shows the i rigk yserg
prioritized risk scoring of § - Low risk users
users in SAP system - ko
anybody having above 0 f \//
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A typical THEFENCE report

Screen

John Industries

Top 40 SAP role HP risk ® Singleroles  Compositeroles  Ruleset| Ruleset 1 System1 v |  Date| 1/29/2020

The chart shows the TOP
40 roles with the highest
orivileges in SAP, and it
also shows how many
users are entitled with
those profiles
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Success Stories &
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BuUsiness model

THEFENCE on- THEFENCE Cloud THEFENCE Professional Services
premise




1 THEFENCE

THEFENCE™ security software solution
s produced by XS Matrix Global Co.
oroviding automated enterprise access
risk management and license control
services available both on-premise and
in the cloud.

For more information, please visit
thefence.net or contact us directly at
iNnfo@xsmatrix.com.



